Scrum Software Development Life Circle
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Figure 1: Scrum Software Development Process (Digite, 2022)

In contrast to the waterfall model, Scrum offers an agile methodology in which the
development team creates software divided into several phases. In each stage, part of
the software will be ready for use as it goes through the steps of planning, building, testing
and implementation. Finally, every developed piece of software is delivered to the
customer. With the help of customer feedback, the development team can make changes
easily as the entire software still needs to be developed. On the contrary, with the waterfall
principle, the development team can't make future changes as the whole software is

completed when the customer receives the software (Gurendo, 2020).



These are the main roles during the development process, based on the Scrum model:
- The product owner is in charge of the end-user's needs.

- The Scrum master leads the entire development process. One other function is to
ensure the proper use of Scrum and to realise regular Scrum meetings.

- The Scrum team develops the product. Its primary tasks are programming, analysis,

testing, etc. (Gurendo, 2020)
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Table 1: Scrum Model Step by Step with Security Aspects (Gurendo, 2020; Secodis,

2022)

An example of the task board on Step 3: Working on the Sprint shows the following figure.
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Figure 2: Task board (Gurendo, 2020)

Nowadays, software like Tello takes over the function of a traditional task board. This

way, the team can work remotely and keep track of their tasks (Gurendo, 2020).

The following figure shows how to implement security into the agile development life
circle. Finally, figure 4 explicitly provides an excellent overview of how security is

managed in each step. These are also indicated in the table above.
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Figure 3: Secure Software Development Life Circle (Nullsweep, 2019)

| Security Activity
D Security Artefact

Feedback (for next iteration)

' R sf? Sy " Backlog Sprint Sprint Sprint Release
! etinemsi Refinement* Planning (2-4 weeks) Review Increment
; I— (fﬂ' !?f',‘ll AAAAA ! (optional)
| Security Goals: Security Goals: Security Goals: Security Goals: Execution and Security Goals: ! Security Goals: Comply
| Review and Identification of Planing ot implementation of security Check of existing : with security release
planning of T lemaca ot i o activities and requirements, security dept and : criteria (e.g. check of
| security aktivities, sectyity nes security acitvities product | g rity risks & | existing security risks)
| riskmgmt, review items and security and requirements & identification of security feedback for |
ot eeculy planing of next in current sprint risks rity backl
! dashboard Security sprint(s) Continuous Seouity
— Backlog Security Tests||  meE—— — CSGSTEINS Release
1 ] 2 [l Criteria
2 | 82 © Secodis GmbH { 3| i3
..... L, <3 o | 2 |
J
|”| (1) Threat Assessment (2) Risko Mgmt. (3) Product Hardening (4) Improvement of Security Guidelines, Tests & Tools
*Aka Backlog Grooming (out of Sprint execution) l

Figure 4: Secure Software Development with Scrum (Secodis, 2022)
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